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Security Set-Up and Configuration

This Lesson will Cover ....

® The OneVizion Security System

Default Privileges

Security Groups/Tokens

Special Workplan Task Privileges
Lock/Unlock Privileges

Trackor Restrictions

Disciplines

Menu Applications

Global View and Filters

UneVizion

Simply Smarter Information Managemen

Global Portals

Rules

Imports

Reports and Report Delivery
Notifications and Notification Types
Assigned Users

Component Packages

Component Audit Log
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® The OneVizion Security Model is based upon Security Roles

® Security Roles control:
o Access to information contained in the system
o Privileges with regard to access (R-E-A-D or None)
o Access to system functions (e.g., menus, admin tools, etc.)

® A good way to commence security set-up is to create an Administrative
Superuser and a General User Security role. Clone the General User Security
Role and add or remove privileges based upon Job Function.

® In addition to an Admin Superuser, Security Roles can be created to grant
limited administrative features to lower level admins (e.g., create reports or
run imports)

® Security Privileges are generally controlled at the Role level, but, can be
overridden at the individual User level
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® Use Business Rules to enforce password requirements
(e.g., expiration, format, etc.)

® Create a limited set of Global Views and Filters then let users modify the
Global Views to create their own job-specific Local Views and Filters

® Use Security Roles to control access to data at the tab level and to control
the ability to create relationships among Trackor Types

® Assign multiple Security Roles to a User(s) to grant a Union of all privileges.
Use the “None” flag to remove a privilege.

® Security Roles can be augmented with Business Rules to further increase
flexibility and granularity

® Use Trackor Restrictions to control access to records based upon Parent-
Child relationships
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® Security Roles can be used in conjunction with Menu Applications to steer user
behavior and limit access to data and system functionality.

® Security Role-based Task Privileges and Disciplines can be used to control R-E-A-
D privileges to Workplan tasks — down to the individual task level

® Any Trackor Type in the system can be designated a OneVizion user — you are
not limited to the User Trackor Type (e.g., Vendors, Customers)

® Use Security Roles to control access to Lock/Unlock functionality
® Use Security Roles to control access to Notifications and Notification Types

® Use Security Roles to control access to Global Portals

® Use Security Roles to control “default” privileges for new system objects




Security — Default Privileges (General Info [I"EVIZIU"

Security Roles
n < £ G:Default Y Unsaved Filter ~ EEEEN
Simply Smarter Information Management
jo) Role ID -
Role ID > Role Name (17 Edit Security Role - Goegle Chrome = m} =
1001277 Fully Restricted & demablue.onevizion.com/admin/securityroles/Form.do?id=10000621 [}
260401
1oote4s Sales = Edit Security Role - General Info
1001644 Vendor/Subcontractor
General Info
1001683 Site Acquisition Tech
1001684 Construction Manager Security Role Administrator
001 ARE Vendor Security Groups Description Administrator
Default Pri Default Assi t:
1001 Test Administrator Special Task Privs elauit Privs crault Assignments
Read Edit Add Delete
1001703 Tour Access e Application Migration Discipline
1001723 Gen Admin Application Process Management Menu Application
. . Global View
1002785 Dema_Ad Cell Color Privs Audit & Log o «l
S r _ o Global Filter "4
10027y DerggfField_Tech Trackor Restrictions Build Application Global Portal
1002788 ema_Vendor Chat & Comment Rule
Discipline {o“: H V24 .
Cell Color | + Th h d I
|| 10000621 | Administrator O mper e “Inherite perl egeS
10000643 ORAD Menu Applications Configured Applet Report
4.3 _Dev .
Configured Tab Global Notification f b d d d
10000663 ORA_Dev_Empty Global Views Chat Notificatio oTr new o jECtS d e tO
Dashboard at Notification
10000683 Marketing Demo . Ti Tour R85
oata ngeston eterous the Vizion Platform are
10000703 Construction Vendor Data View
ol an oo controlled from the
10000705 Site Acquisition Vendor (Demo) Design Application
10000708 Construction Manager (Demo) Rules Documentation G I f b
Documents e n e ra I n O ta
Imports
Feature Visibility
Run Reports Integration Hub
Report Delivery
Cancel Apply
Notifications 9 “




HINT: Quick Search to find tokens and

Security - Security GI‘OUpS v’V to Select All in a Filtered Data Set ﬂ"EVI Z- i un
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n < @ G:Default Y Unsaved Filter ~ = a Ply g
jol Role ID - m Add - Delete .
.
Roiel & RoleName (3 st ey e -oogl hroms ~ o «x Use Securi ty Tokens to set
S — Fully Restricted & demoblue.onevizion.com/admin/securityroles/Form.do?id=10000621 Q . .
1 rivileges for:
1001643 sales = Edit Security Role - Security Groups 'Y Unsaved Filter ~ p o
1001644 Vendor/Subcontractor
1001683 site Acquisition Tech jol DEEE v
General PY
iorsss | Consmucton Manager pp ets
Privileges
1001685 AGE vendor Security Group Type Description
Read Edit Add Delete None o
10016 Test Administrator
Google Mapping For Candidate Gonfigured Applet  [visio Map] Applet (]
1001703 Tour Access
1001723 Gen Admin Lock Pr APPLET_WF Configured Applet  [Workflow] Applet O
1002785 Demo_Admin Cell Col | Assigned Vendors applet Configured Applet  [Project] Applet O | D a S h b O a rd S
1002787 Demo_Field_ i BH Engineering Applet Configured Applet  [Visio Map] Applet O . .
- o= SR Fy—F—— o rackor Relationships
iscipli
10000621 [ sministrator ClearPath Visio Link Properties Configured Applet  [Backiaul] Applet O . .
= Menu A
T ot e — contgsnsops g u O Super User Privileges
10000663 ORA_Dev_Empty Global\
CloseoutPackageAdmin Cconfigured Applet  [Closeout Package] Applet (]
10000683 Marketing Demo T k T
CReall CloseoutPackagevendor Configured Applet [Closeout Package] Applet D ra C O r y p e S
10000703 Construction Vendor
Global f CloseoutPackagevendorMobile configured Applet  [Closeout Package] Applet (]
10000705 Site Acquisition Vendor (Demo) Wo rk Ia n I a S kS
Demo External Applet Configured Applet [site] Applet | v
10000708 Construction Manager (Dema) Rules Fe < oP [site] App g g g p
et Document Collection for Vendor Configured Applet [site] applet D
Document Process Configured Applet  [Documents] Applet O
Run Re|
Driving Directions - User to Candidate Configured Applet [visio Map] Applet D
. - - - = R=Read
wites | ER - -

E=Edit

HINT: New Security Tokens are A=Add
Automatically created as new D=Delete
components are added and, None

REMINDER — Adding a “None” Removes that Privilege
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Security Roles (15
M < 4 GDefault Y Unsaved Filter ~ A9 jfoster (O

Q Role ID a m Add > Delete e

Role ID Role Name = |@ed urit - Google Chrome — [m] x
100 A&E Vendor & demoblue.onevizion.com/admin/securityroles/Form.do?id=10000705 @
260411

i

R — Administrator Edit Security Role - Lock Privs ¥ Unsaved Filter ~ A | ist Wi I I be p rese nted

1001684 Construction Manager

10000708 Construction Manager (Demo) o} Lot e e i g R
of all Configured Fields
10000703 Construction Vendor . Privileges
Security Groups Lockable Trackors Name Trackors Type Trackor Type Description .
1002785 Demo_Admin e Lt LETE th t l I I th t h
Special Task Privs I n e Sys e a ave
1002787 Demo_Field_Tech UBLISH_TO_MOBILE Field site O |
D the Lock flag set
.
Fully Restricted cell Color Privs IP_READY_FOR_REV Field site O
Gen Admin Trackor Restrictions N_XITOR_KEY_ALT1 Field Site Your field definition seen herelll! D S et LO C k/ U n | O C k
— Marketing Demo ool SITE_TYPE_BH Field site BH Site Type O .« .
privileges for that
: SITE_TYPE_POF Field Site POP Site Type O
10000663 Menu Applications
01645 SITE_TYPE_RF Field site RF Site Type O S 't R I
. ecuri (0] [SH
Global Views
1001683 e Acquisition Tech S_DD_1A_2C Field Site O
I 10000705 | Site Acquisition Vendor (Demc) Global Filters . NAME Field Site Site XITOR_NAME O
1001686 Test Administrator
Global Portals Field Site Site Brochure from PDF D
Tour Access
Rules S_STRUCTURAL_CAPACITY Field Site O O

Vendor/Subcontractor

Imports
Run Reports

Report Delivery

Notifications v “

Apply
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Role ID
1001685
10000627
1001684
10000708
10000703
1002785
1002787
1002788

1001277
1001723
10000683
10000643
10000663
1001643

1001683

Security Roles

& G:Default Y Unsaved Filter ~

Role Name

A&E Vendor
Administrator
Construction Manager

Coenstruction Manager (Demo)
Construction Vendor

Demo_Admin

Demo_Field_Tech
Demo_Vendor

Fully Restricted

Gen Admin

Marketing Demo
ORA_Dev

ORA_Dev_Empt
Sales

‘Acquisition Tech

= (m Edit Security Role - Google Chreme

Role ID ~

# demoblue.onevizion.com/admin/securityroles/Form.do?id=10000705

i

General Info
Security Groups
Special Task Privs
Lock Privs

Cell Color Privs
Discipline

Menu Applications

Global Views

10000705

I Site Acquisition Vendor (Deme)

Global Filters

1001686

1001703

1001644

Test Administrator
Tour Access

Vendor/Subcontractor

Global Portals
Rules

Imports

Run Reports
Report Delivery

Notifications

Edit Security Role - Trackor Restrictions

Tracker Type Restriction Mode

ASR M

Accounts Union
Intersection

Area

Automation

BHR Order E-Files
BHR Order Memos
BHR Orders

BTA

BTA Tool
BackHaul

Bill of Materials
CX Vendor Bids
Call sign
Campaign

Change Order Communications

Change Orders
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Trackor Restrictions are used
to restrict which RECORDS a
user can see.

Determine what Trackor
Type(s) you wish to Restrict

Construct appropriate
Parent-Child Relationships
Set Restriction Mode
Restrictions are applied to
that Security Role only
(e.g., Vendor)
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V:Vendor ID ~ Search for

V:Vendor ID = | VCFull Name VC Title VC First Name VC Last Name VC Mobile Phone VC Office Phone VC Email Address

Norih American Van

e — ‘m;V::::)rs:T:::\Sf:\l::.n;:::jc;rf:::i:(cl’:::::orﬁgﬂ.rJF:Drm‘[\o?\d:1C0’660750&ttid:1DGOCTCJE : - - B We h ave m a d e t h e Ve n d o r Co nta Ct
Trackor Type a User which allows us

North American Van

Lines Johnathon Viator|

Jotor@VendorDemo com
Vendor Contacts William Powell
North American Van VEGeneral nfo

5
Lines Jennell Simone

Jeone@VendorDemo.com
Search VC:User Name*  William Powell VC EMail william powell@generac.ct
North American Van & ! P @3

Lines Melissia Mccollof

D] Vo [ ® Mo unsopanocar to assign User credentials AND

Nort AmGIcan Van o0 imes LEETITEN D VCDisabled [ VC-Superuser [m] Jomes@VendorDema.com )

ST  :curiy oles \‘ Mt restrict access to records for

S T R | e e S Vendor Contact users based upon
Security Role Trackor Restrictions

Quality Telecom Doyle Donegan Dogan@VendorDemo.com

VC:Lock Privs VC:FullName*  Wiliam Powell VC Title Account Executive
Quality Telecom James Johnson Jason@VendorDemo.com
P VC:First Name William VC Last Name Powell
Quality Telecom Grayce Gilpin VC:Trackor R strictions Grpin@VendorDemo.com
VC:Mobile Phone  971-533-8326 VC:Qffice Phone 971-350-5066
Quality Telecom Charlene Shealy -Diccinli Chaly@VendorDemo.com

VC:Discipli e VC:Email Address  william powell@generac.com @

Quality Telecom Florine Cuddy e VC-Date Created om0t & VO Date Modified 8 Flddy@VendorDemo.com I t i S CO m m O n p ra Ct i Ce to C re ate

Quality Telecom Miles Pardo Mirdo@VendorDemo.com

Quality Telecom Jacinda Jenkins Jains@VendorDemo.com

¥ = I e separate Trackor Types for business

RightCab, Inc® Krysten Seaman
RightCab, Inc® Luis Davenpori® , Account Executive Luis Davenport 804-507-5812 804-328-6945 luis.davenpori@rightcab_com
- t h as Custom d
SQ‘ffi Ecorf;an o | wiliam Powen® / Account Executive Wiliam Powell 971-533-8326 971-350-5066 william powell@generac com p a r n e rs s u C a S u S O e rs a n
vice y
.
Tony Roland® Account Executive Tony Roland 404-359-1567 404-359-1000 troland@rolandpwr.net Ve n d O r‘s a n d g I Ve t h e m a Cce SS to
Site Acquisition Kimiko Knapp Leasing Specialist Kimiko Knapp 265-351-6888 B866-258-2658 Kiapp@VendorDemo.com

Specialists

Site Acquisition

Specialists Delma Dodrill ASE Specialist Delma Dodrill 556-278-7148 878-023-2934 Deili@VendorDemo.com

the system. These can be managed
g:;‘;_f“a‘”";t‘jmm Despina Duhaime Compliance Specialist Despina Duhaime 440-900-4677 366-970-8039 Deime@VendorDemo com i n t h e i r OW n u s e r' Tr‘a C ko rs .




Trackor Restrictions

William Powell Roland Power Service Company Atlanta

Tony Roland Roland Power Service Company Los Angeles
Maint:Maintenance ID = | M:Market V:Vendor ID Maint:Maintenance Class
AL13936-0000 Atlanta Southeast Generator Service, Inc. Generator
AL13936-0001 Atlanta Coolray HVAC HVAC
AL13936-0002 Atlanta Roland Power Service Company Generator
AL13936-0003 Atlanta RightCab, Inc Cabinet
AL13936-0004 Atlanta EIC Solutions HVAC
AL13936-0005 Atlanta Heating and Air Unlimited HVAC
AZ15042-0004 Arizona Roland Power Service Company Generator
CA10018-0000 Atlanta Coolray HVAC HVAC
CA10018-0001 Atlanta Roland Power Service Company Generator
CA10036-0002 Los Angeles Roland Power Service Company Generator
CA11007-0001 Los Angeles Roland Power Service Company Generator
CA11007-0002 Los Angeles Roland Power Service Company Generator
FL13815-10001 South Florida Roland Power Service Company Generator
GA17837-10000 Atlanta Telecom Cabinet Inspection Services, LLC Cabinet
MA20623-0000 Boston Roland Power Service Company Generator

1.15 of 15 -
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Trackor Restrictions set on Maintenance and
Instruction
 UNION - Vendor Contact User sees all records
that are assigned to his Company OR in his Market

- Trackor Root
- Market
- Site
- Maintenance
-+ Instruction
Vendor Contacts
- Vendors
Vendor Contacts
- Maintenance
Instruction




Trackor Restrictions

William Powell Roland Power Service Company

Tony Roland Roland Power Service Company

Vendor Contact = William Powell

Atlanta

Los Angeles

Maint:Maintenance ID = | M:Market V:Vendor ID Maint:Maintenance Class
| AL13936-0002 | Atlanta Roland Power Service Company Generator
CA10018-0001 Atlanta Roland Power Service Company Generator

1.20f2 i

Vendor Contact = Tony Roland

Maint:Maintenance ID = | M:Market V:Vendor ID Maint:Maintenance Class
| CA10036-0002 | Los Angeles Roland Power Service Company Generator

CA11007-0001 Los Angeles Roland Power Service Company Generator

CA11007-0002 Los Angeles Roland Power Service Company Generator

1.30f3 H
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Trackor Restrictions set on Maintenance and

Instruction

* INTERSECTION - Vendor Contact User sees all
records that are assigned to his Company AND are

in his Market

VENDOR (¥

- Trackor Root

- Market
- Site
- Maintenance
Instruction
Vendor Contacts
- Vendors
Vendor Contacts
- Maintenance
Instruction
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Security Roles
% G:Default ¥ Unsaved Filter ~

Edit Disciplines - Role Assignments

Construction Manager (Demoa)

jo) Role ID -
Role ID Role Name = @ Edit Security Role - Google Chrome
1001685 ASE Vendor # demoblue.onevizion.com/admin/securityroles/Form.do?id=1002787
10000621 Administrator . o
= Edit Security Role - Discipline
1001684 Construction Manager
10000708 Construction Manager (Demo) Generlinie Discipline Description
10000703 Construction Vendor | | ARE Architecture and Engineering Team
Security Groups
1002785 Demo_Admin 0O e Backhaul Team
Special Task Privs
1002787 Demo_Field_Tech 2 D coMm Commissioning Team
1002788 Demo_vendor ez T O con Construction
: Ccx Construction Team
1001277 Fully Restricted Cell Color Privs o
1oot723 Gen Admin Trackor Restrictions D e Fromesrng
10000683 Marketing Demo O ent Entitlements / Leasing Team
10000643 ORA_Dev 0 oo
10000663 ORA_Dev_Empty Menu Applications O ops =
1001643 Sales
PERM
Global views D -
1001683 Site Acquisition Tech I:‘ PM General secu”ty Role
10000705 Site Acquisition Vendor (Demo) Global Filters D . | | 3
ARE Vendor
1001686 Test Administrator e |:| - Rdnmm
1001703 Tour Access Administrator
L4 REG i
1001644 Vendor/Subcontractor Rules . Components Audit Log -
Construction Manager
O sa
Imports
O sam
Run Reports
O ss Construction Vendor

Report Delivery

|

Notifications

d 008000 d

Demo_Admin
Demo_Field_Tech
Demo_Vendor
Fully Restricted

Gen Admin

Apply

1640202
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Disciplines are another way of
managing privileges related to
Workplan Tasks. Workplan Tasks
are assigned a Discipline and one
or more Disciplines can be
associated with a Security Role.

A user who is assigned a Security
Role with a certain Discipline(s) can
update Workplan Task Dates
assigned to that Discipline.

Special Workplan Task Privileges
override Disciplines.
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Security assignments for Global View and Filters, Menu Applications and Portals are simple and stmgly Smaner nfonmetion o L .8
identical in concept. Simply check the box for the appropriate item you wish to grant privileges to
for the selected Security Role.

Security Roles @ ki )
. < - L[} Edit Security Role - Google Chreme — E urity Role - Global Filters
% G:Default ¥ Unsaved Filter <= S
& demoblue.onevizion.com/admin/securityroles/Form.do?id=1001685
O = Edit Security Role - Global Vie General Info
. . o Sz e Global Filter Name Trackor Type
General Info
AZE Vendor - o [= Applet Name: Mapping (20
o Global View Name Trackor Type Special Task Privs 2pR RRing (20)
Administrator ecurity Groups | | st Cust Need
ALL Matches ustomer Meeds
Construction Manager Special Task Privs (=) Applet Name: E-File Browser (1) Lock Privs
O ) . Customer Needs
10000708 Censtruction Manager (Demo) | | Default Site .
Lock Privs ) Cell Color Privs P
0000703 " d Radius for Skip Customer Needs
10000703 Censtruction Vendor = Applet Name: Mapping (25)
cell Color Privs Trackor Restrictions Centra Project
Demo_Admin Test CheckList Checklist
i Tracker Restrictions P v Project
Demo_Field_Tech Test Checklist Mapping Checklist Item Discipline . I
Demo_Vendor Discipline Default Map Ma N Customer Needs Menu Applications Project
Fully Restricted Menu Applications Project East Project
1001723 Gen Admin Registration EEERRE Job Mapping D Project
3 Marketing Demo Test Registration al South Project
10000643 QORA_Dev Global Filters et
[0 Test company Scott West Project
10000663 ORA_Dev_Empty ) _ Global Portals
Global Portals Backhau Site D Al Records Scott
Sales All Record
Case 106402 site Rules
Site Acquisition Tech Rules 3G Solutions Site Da Site
' Site
Site Acquisition Vendor (Demo) e = Imports All (2) Site
Test Administrator site . it
K Testing Run Reports A ite
1001703 Tour Access RenRererty Link Testing Site P
— . Backhaul Atlanta Market Site
1001644 Vendor/Subcontractor Report Delivery Microwave capabilities Site Report Delivery o = e
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Edit Security Role - Assigned Users 'Y Unsaved Filter ~ EEEEN
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0 User ID ~
Discipline
Menu Applications User 1D =  User Name EMail LT ER e Disabled Superuser
pp Type ID
Global Views 100164074 Contractor ﬁ$-ntrac10r@one-.-‘izion.co Users Contractor NO NO
Global Filters 100164336 nuser newuser@onevizion.com Users nuser NO NO

The Assigned Users tab provides a
g list of all Users who are members
of the selected Security Group.

Global Portals

Rules

Imports

Run Reports

Report Delivery

Notifications

Notification Types

Export Types
Trackor Tours
Components Package 0 1.20f2 i

Components Audit Log g




Security — Component Packages

= Edit Security Role - Components Package
L C ts Pack =
e omponents Package
D Closeout Package
Menu Applications
D Expense Reports
Global Views
[0 wmaterials and Asset Management
Global Filters [0 Po Line Automations
Global Portals O Posandwos
D Priority Automation
Rules
D Requirements
Imports D simple Checklist Workflow
Run Reports

Report Delivery
Notifications
Notification Types
Export Types

Trackor Tours

Assigned Users

1.80f8

rA
LdJ

Components Package 0

Components Audit Log a

OneVizion

EEEEN
Simply Smarter Information Management

The Component Packages feature allows users
to tag system components such as Trackor
Types, Configured Fields, Tabs, Applets, Rules,
Reports, etc. with a unique identifier. This
effectively “groups” these components into a
single package.

The Component Package tag can them be used
to filter on all components that comprise that
package when running the Components Export
feature.

This provides users with a simple and easy way
to manage the multiple components that might
comprise a new application or applets.




Security — Component Audit Log

The Security Component Audit Log tracks all additions, deletions and update made to a Security Role. The Component
Audit Log tracks the Date/Time, the User making the transaction, the Action taken, the Field or Component acted upon,
the Old Value and the Current Value. An optional Config Session ID can also be assigned.
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ili

Discipline

Menu Applications

Global Views

Global Filters

Global Portals

Rules

Imports

Run Reports

Report Delivery

Notifications

Notification Types

Export Types

Trackor Tours

Assigned Users

Components Package 0

Edit Security Role - Components Audit Log

O

Log ID Date/Time User

1001857449 10/21/2019 02:46:07

1001855409 10/16/2019 12:13:02
11854475 09/27/2019 14:46:06

11854475 09/27/2019 14:46:06
11854474 09/27/2019 14:46:06
11854474 09/27/2019 14:46:06

1001853517 09/25/2019 06:58:25

b 1.1000f598 ~ [ ]

Action

Insert

Insert

Insert

Insert

Insert

Insert

Insert

Affected Table

M

SEC_ROLE_OBJ_XREF

SEC_ROLE_PRIV_SYSTE
M

SEC_ROLE_PRIV_SYSTE
M

SEC_ROLE_PRIV_SYSTE
M

SEC_ROLE_PRIV_SYSTE
M

SEC_ROLE_OBJ_XREF

Log ID

Field

(SEC_GROUP_SYSTE
M.UPPER("SECURITY

_GROUPT))

SEC_GROUP_TYPE_I
D
(TOKEN_TYPE.TOKE
N_TYPE_ID)

SEC_GROUP_SYSTE
M_ID
(SEC_GROUP_SYSTE
M.UPPER{"SECURITY

_GROUPT))

PRIV

PRIV

SEC_GROUP_SYSTE
M_ID
(SEC_GROUP_SYSTE
M.UPPER("SECURITY

_GROUPT))

SEC_GROUP_TYPE_I
D
(TOKEN_TYPE.TOKE
N_TYPE_ID)

SEC_GROUP_TYPE_I

New Value 0ld value

USERS

SHOW_FILTER_BUTTON

SHOW_VIEW_BUTTON

1001700

Config Session
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