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Parameters, Logs and Auditing [I"EVIZIU"
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System Audit Log
Component Audit Log
Component Import Log
Document Download Log
Notification Queue
Usage Log

Error Log

Administer Processes

Ad Hoc Access to Logging and Audit
Data




Audit Log

® The Audit Log enables the System Administrator to see changes made
by system users at the database level . It supports the following
functions:

® View a history of change activities
® View a history of recovered items
® Recover deleted Trackors

* Export
® It supports auditing the following tables:
* BLOB_DATA ®* WP_TASKS
®* CONFIG_VALUE * WP_WORKPLAN
®* EPM_PARAMETERS * XITOR
®* RELATION

® Also see the DB Docs and BPD Help under the Help Menu
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Audit Log - Filtering
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Audit Log — Help Files

O

Audit Log
< £ Unsaved View ¥ Unsaved Filter ~

Audit Leg ID =

Table Name

User

AuditLogID

1001080397700

CONFIG_VALUE

1007080397701

1001080397702

1001080397703

1001080397704

1001080397705

1001080397706

1001080397707

1001080397708

CONFIG_VALUE

CONFIG_VALUE

CONFIG_VALUE

CONFIG_VALUE

CONFIG_VALUE

CONFIG_VALUE

CONFIG_VALUE

CONFIG_VALUE

Column Name PKey

1000913785 100093548214
1000913785 1000939773871
1000913785 100094453054
1000913785 100094483810
1000913785 100094640132
1000913785 100094683854
1000913785 1000947259447
1000913785 100094979956
1000913785 100095600532
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Field Descriptions — Audit Log Filter

The following table contains descriptions of the fields found on the Audit Log Filter applet.

Field Descriptions - Audit Log Filter

Table Name

Field used to filter data based on Table Name. Click the Ellipsis Icon fo select
one or more tables. See Table 3- Audit Log Tables for a list of the availabie

lables.

Column Name

Text box used to filter data based on Column Name. Enter the name or a
partial name plus wildcard characters (such as an asterisk)

Action

Field used to filter data based on the type of action performed (Insert.
Update, Delete, Access). Click the Ellipsis Icon to select one or more Action
codes.

PKey

Field used to filter data based on the PKey. The PKey is the Primary Key
used to identify a record. For example, if the table is WP_WORKPLAN then
the PKey is WP_WORKPLAN_ID. Enter the name or a partial name plus
wildcard characters (such as an asterisk).

User

Field used to filter data based on User. Click the Ellipsis Icon to select one or
more User IDs.

Program

Field used to filter data based on Program. Click the Ellipsis Icon to select
one or more Programs.

From Number

This field (logether with the To Number field) enables you to filter based on
the value in the field before and after it was changed. This field is used for
numeric fields only. Enter the value of the field before it was changed.

To Number

This field (together with the From Number field) enables you to filter based on
the value in the field before and after it was changed. This field is used for
numeric fields only. Enter the value of the field after it was changed

From Char

This field (together with the To Char field) enables you to filter based on the
value in the field before and after it was changed. This field is used for text
fields only. Enter the value of the field before it was changed.

To Char

This field (together with the From Char field) enables you to filter based on
the value in the field before and after it was changed. This field is used for
text fields only. Enter the value of the field after it was changed

From Date

This field (together with the To Date field) enables you to filter based on the
value in the field before and after it was changed. This field is used for date
fields only. Enter the value of the field before it was changed.

To Dale

This field (together with the From Date field) enables you to filter based on
the value in the field before and after it was changed. This field is used for




Audit Log — Database Tables
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OneVizion
[Search o
OneVizion 20.4.0
Hel
P Tables
About Views
Hot Keys Packages COLUMN NAME DATA TYPE NULLABLE DATA DEFAULT COLUMN ID COMMENTS
| ER diagrams CONFIG_APP_ID NUMBER Yes null 2 Foreign key to "CONFIG_APP" table
User Manual
PROGRAM_ID NUMBER Mo null 3 Foreign key to "PROGRAM" table
API Documentation TEMPLATE_TASK_ID  NUMBER No null 1 Primary key
DB Documentation
BPD Help
BPD Help Editor
Trackor Tours Tables
task

AUTOM ACTIOMN TASK DATE

AUTOM TRIGGER TASK DATE

CONFIG TASK




Component Audit Log

®* The Components Audit Log enables you to see changes that have been
made to the Vizion Platform as a result of manual changes or by

importing components through the Best Practices Component Import
function

® |t supports auditing the following system components:

Configured Fields o
Configured Tabs o
Configured Applets o
External Tabs o

External Applets
® Also see the DB Docs and BPD Help under the Help Menu

Trackor Types
Security Roles
Users

Configured Imports

UneVizion
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Component Audit Log - Filtering [I"EVIZIU"
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N < Components Audit Log
& Unsaved View Y Unsaved Filter ~
D View Edit Organize Filter Edit Organize
Search O Search 0O
Log ID
& Unsaved Viev ([]) Filter - Google Chrome = O x
1001190595 @ trackor.onevizion.com/filter/Curre orm.do?id=1000916888&view=100099... &
User Config Session
1001190594 03/16/2020 12:16:1 USER_|
New Value Old Value
1001190589 03/16/2020 10:49:4 PORTA
Component Component Name
1001190588 03/16/2020 10:49:4 v PORTA
1001190587  03/16/2020 10:49:3| Component PK Action PORTA
1001190586 03/16/2020 10:49:3 Affected Table PORTA
1001190585 03/16/2020 09:51:3 PORTA
1001190584 03/16/2020 09:51:3 PORTA
1001190582 03/16/202009:504 WA ¥ “ rance PORTA




BPD Help Files ']"EVIZIU"
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—  Highlight the log entry and click Edit.

D Search O —  Click the Log ID hyperlink.
The Details window is displayed.
£ Help
Field Descriptions — Components Audit Log — Filter Applet
E About The following table contains descriptions of the fields found on the Filter applet associated with the Components Audit Log page.
Field Descriptions —- Components Audit Log — Filter Applet
Hot Keys
User Manual
E Field used to limit data displayed to log entries associated with a particular

API| Documentation . .
/ User user (i.e., the User ID of the person who performed the Import.) Click the o}
Ellipsis Icon and select a User ID.

DB Documentation

kD

List box used to filter data by component type. Select from the list of

Component 0
BPD Help components.

Component Name Text box used to filter data by component name. o

(L

BPD Help Editor

Acti List box used to limit data displayed to log entries associated with a particular o
ction
action type. You can select either Insert, Update, or Delete.

o

Trackor Tours Start
Value Text box used to filter data by a particular value. o}

Set of fields used to limit data displayed to log entries that occurred within a
Date/Time specific time period. You can select log entries for a particular day and time or 0

-




Component Import/Exp Log [I V -
The Component Import/Export Log tracks the import of all system Components from "E IZIU"

Other VIZIOn Platform |nStanCeS Simply Smarter Information Management

Components Export/Import
£ Unsaved View Y Unsaved Filter ~

n <

m

View Edit Organize Filter
D -

Search ([} Filter - Goagle Chrome

Import Log =

@ innovation.onevizion.com/filter/Current/Form.do?id=10176298&view=1017L

" G‘ ar &
Import Log ID File Name
242 Owner Iteration
243 the_basics.xml Is Dry Run
L\
244 project_management.x Started
v v
Finished
245 project_management.x
v v
246 project_management.x

247 project_management.x n J Cancel




Document Download Log

The Document Download Log tracks all documents that are downloaded from the Vizion

OneVizion
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Platform.
I Document Download
(: & Unsaved View Y Unsaved Filter ~
o) View Edit lize Filter Edit Orgz
() Filter - Google Chrome = O
Search
8 innovation.onevizion.com/filter/Current/Form.do?id=10176308view=1017772
Trackor Ke =
&) Unsaved Vie Trackor Type Trackor Key
L4
AL13936- Field User
0000
File Name Action
CA10036- Maint:Maintenance
0000 Manual Date/Time
v * v
CA10036- Maint:Maintenance
0000 Manual
CA10917- Maint:Maintenance ﬂ J
10000 Manual Wianuar. pur




Notification Queue (Log) [I" EVI Z I ﬂ"
The Notification Queue tracks all notifications sent by the Vizion Platform and their

EEEERE
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Notification Queue
n < & Unsaved View Y Unsaved Filter ~
fo) View E dit Drganize Filter 7e
Search ([} Filter - Google Chrame X
Notif Queue = & innovation.onevizion.com/filter/Current/Form.do?id=1013 @& uliate
bt Recipient (User) Recipient (Email)
103123 12/26/2020 07:10:27
Cc
Subject M
103124 andr| ~2I8C essage 02/26/2020 07-10:27
Creation Date
L = v
Processing Date
103143 fosty Y ’ M 03/16/2020 14:08:12

Attempt Date
v = v

Attempt Error Message

Queue Status

[JHTML?

Report Name
Notification Name

Notif Service

ﬂ J Cance




Usage Log [I V - -
The Usage Log tracks detailed information about user transactions including Views and "E IZIU"
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Filters, performance metrics and even the SQL query that created the dataset. Ply 9
Usage Log
n < . o
& Unsaved View Y Unsaved Filter
o) View Edit Organize Filter Edit Drganize
Search . - -
Usage Log ID =are () Filter - Google Chrame — O s
& Unsaved Vie & innovation.onevizion.com/filter/Cérrent/Form.do?id=10176318view=1017773 @,
| 1001462548 -
1001462547 User Module Name
1001462546 lfoster_training  ovnia| Action Browser
- istory
1001462545 foster_training ED”"F"’. Server IP Remote IP
xportf
Trackor T u Log ID
1001462544 lfoster_training ~ Jackof| [EACKOTYRe Sa98 Log
ree
i Auth Token
1001462543 foster_training ~ Main M
App Server Start
P Compo
1001462542 oster_training  y ! | Within - 1 - Today + 0 = -
DB Runtime
e o Trackot
1001462541 oster_training -~ v = v
App Server Runtime
1001462540 foster_training Main M v * v
i ) Response Delivery Time
1001462539 foster_training . . .
1001462538 foster_training Browser Runtime
v = v
1001462537 foster_iraining -
v J Cance




Error Log [I V +
The Error Log provided detailed information necessary to assist in identifying and "E IZIU"

reSO |V| ng SyStem |SS u eS . Simply Smarter Information Management

H ‘1: £ Unsaved View ¥ Unsaved Filter ~

j@ Ermor Log ID w
EmorLog | = | Emor Report ID User Timestamp Emror Message
GET /efiles/EFileGetBlobFromDb.do?id=1000062486

URL: https:/finnovation.onevizion.com

1006203 964d9592-c243-4cdT-a76e-71b67b615fac 03/16/2020 14:14:53 Params:
d=[1000062456]

Exception
org.springframework.dao. EmptyResultDataAccessException: Incorrect result siz...

GET /efiles/EFileGetBlobFromDb.do?id=1000062484
URL: https:/finnovation.onevizion.com

1006204 dbba13bd-2c90-48¢7-a658-c76bf08a6120 03/16/2020 14:14:53 Params:
d=[1000062484]

Exception
org.springframework.dao EmptyResultDataAccessException: Incorrect result siz..

GET /efiles/EFileGetBlobFromDb.do?id=1000062450
URL: https:/finnovation.onevizion.com

1006205 1bf14cfd-de69-4b64-89ed-b27a3f0717 8= 03/16/2020 14:14:53 Params:
d=[1000062490]

Exception
org.springframework.dao.EmptyResultDataAccessException: Incorrect result siz...




Error Log [I V +
The Error Log provided detailed information necessary to assist in identifying and "E IZIU"

reSO |V| ng SyStem |SS u eS . Simply Smarter Information Management

A < & Unsaved View Y Unsaved Filter ~

O Ermror Log 1D w

i

EmorLogl = | Emor Report ID User Timestamp Emror Messag
GET /efiles/EFileGetBlobFromDb.do?id=1000062486

URL: https:/finnovation.onevizion.com

Click to open
1006203 984d9592-c243-4cd7-a76e-T1b6TbE15fac 03M16/2020 14:14:53  Params: full Error
d=[1000062486] Y —

Exception
org.springframework.dao EmpiyResultDataAccessException: Incorrect result siz...

GET /efiles/EFileGetBlobFromDb.do?id=10000624584
URL: https:/finnovation.onevizion.com

1006204 dbba13bd-2c90-48c7-a658-c76bf08a6120 03/16/2020 14:14:53 | Params:
d=[10000624584]

Exception
org.springframework.dao EmptyResultDataAccessException: Incorrect result siz...




Administer Processes [I" EVI Z I ﬂ"
The Process Log tracks detailed status information about processes that are queued,

. EEEEN
ru Nnni ng Or Sched u Ied Simply Smarter Information Management
Processes
n < & Unsaved View Y Unsaved Filter ~
D Process ID  » 14:32:22 | Running: ﬁ £ ﬂ | Queue: ﬁ ﬂ E Processes Tracked.
Process IC =  Process Type EJ;O,«EESS Lo Status Qutput File Name Owner Submitted Scheduled {Rsir;ﬁ{ne RUIes
- ' Data Submits

— Configured V-Table Executed with . 05/31/2019 05/31/2019 .
0] 1003321 Import Load Warnings shardin_training 12:42-42 12:42-42 338 Grid Exports

. Configured V-Table Q Executed with ) 05/31/2019 05/31/2019 |m orts
|:| 1003322 Import Load Warnings shardin_training 124652 124652 88 p

Confi d V-Tabl Executed withou 05/31/2019 05/31/2019 Reports

e, onfigured V-Table < without . 131/ 131/
|:| 1003323 Import Load Warnings shardin_training 125609 125609 2 Integrations

— Configured V-Table Executed without . 05/31/2019 05/31/2019
|:| 1003328 Import Load Warnings shardin_training 16:42:56 164256 12

naa Site Default Data @) Executed with . 05/31/2019 05/31/2019
D 1003329 Import Import Warmnings shardin_raining 16:56:19 16:56:19 !

N Site Default Data Q Executed with . 05/31/2019 05/31/2019

3

|:| 1003331 Import Import Wamnings shardin_training 17-00:20 17-00-20 6

naa Site Default Data @) Executed with . 05/31/2019 05/31/2019

3

D 1003332 Import Import Warmnings shardin_raining 17:01:02 17:01:02 !




Other Ways To Track/Audit In Addition to Formal Logs [I"EVIZIU"
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® AdHoc Access to Field History Directly from the Grid

® Ad Hoc Access to Field History Directly from the Tab

® Configured Field Highlighting Via View Parameter

® Ad Hoc Access to Component Audit Trail from the Component Applet

®* Import History (Log) directly from the Data Import screen

Related Topic — Form Numbers




Field Change Audit — Grid [I"EVIZIU"
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viaintenance
M <  sGGenemalInfo Y GAIl ~
j@ 5:Site ID ~ Relations: -
S:Site ID =  M:Market Maint:Maintenance ID ‘Vendor ID Maint:Maintenance C
AL13936 Atlanta Egﬁ;dlfﬂ'ﬁ'.'er Service Generator B innovation.onevizion.com/form/FormCallStack.do?id=T00T7950184 (5}
. . = any Field History - V:-Vendor ID [XITOR_KEY] - Field Value
- RIght_CIICk . . . . - ) - Details Date/Time
AL13936 Atlanta Heating and Air Unlimited HVAC
- | I | RANE AR
AL13936 Atlanta AL13936-0004 EIC Solutions Import 1D 00005434
Copy i Value DatefTime Author | mpRuniD: 1003347 0612512019 18:05:03
AL13936 Atlanta AL13936-0003 RightCab, Inc . o )
EIC Solutions 06/25/2019 18:05:03 I rocess D- 1006706
. e . C URL
AL13936 Atlanta AL13936-0001 Coolray HVAC opY
 Canarator Copy as Link
AL13936 Atlanta AL13936-0000 Soulheast Generato
o Field Info
0 042-000 Roland Power Service
AZ15042 Arizona AZ15042-0004 Company Field History
AZ15042 Arizona AZ15042-0000 Southeast Generator Relation History
Service, Inc |
- B - Comments
AZ15042 Arizona AZ15042-0001 ﬂ . | a .
AZ15042 Arizona AZ15042-0002 RightCab, Inc Group By




Field Change Audit —Tab

n <

o)

S:Site ID

& G:General Info ¥ G:All ~

S:Site ID ~

Maint:Maintenance ID

= | M:Market

Relations

V:Vendor ID

Maint:Maintenance Class

Maint:Manufacturer

Maint:Manufacturer's M
Model Number

Atlanta Generator Caterpillar CAT10K 1
Atlanta HVAC EIC Solutions EIC10K i
Atlanta HVAC EIC Solutions EIC10K i
Atlanta — o %
Atlanta " @ innovation.onevizion.com/form/ConfigAppForm.do?id=10016597878&ttid=100007028
Atlanta AL139%

<= o
Arizona

V:Vendor ID = EIC Solutions V:Vendor Acronym or Use Nam|
V:Gener: fo

VC:Vendor Contacts

Click on
Field Label

V:Vendor Status

V:Vendor Services

V:Vendor Primary Contact Name

V-Addrass 1

V-City Field Info

V.Ci

Field History

Comments

Vendor Documents
V:Service Contract

V:W9 Document

HWVAC

Kevin Rodgers
77 Maple Avenue

Kamiah

- V:Vendor Type

V:Vendor Contact Phone
V:Address 2

V.State

@ V:Certificate of Insurance

OneVizion
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Highlight Configured Fields [I"EV'Z'U"
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- Time Record
< @ Unsaved View Y Unsaved Filter ~
D | View Edit | Organize Filter Edit Organize
(D) Wiew Options - Google Chrome — O
w | TS TWorkD= ToC . T:Bill to
& trackor.onevizion.com/viewopts/th/Current/Form.do?id=100092058&ttid=10009221&menultem|d=100091417 a f Ho... ~er : ‘Lomments client?
Task Dates  Drill-Down Fields m Row Editor Fields 8.00  03/13/2020 ;pdating .
ocumentation
N Selected 11 of 100 X
. Ao 031272020 PIAmMS
€ search D = Columns @) Search O %o 3
) updating
Accounts P_TSK:Project Task [TexT] 8.00 03/11/2020 documentation
Activity llssue ID
_ < 8.00 03/10/2020 YPdating
Campaign C:Case ID documentation
<«
Case ACT:Task ID

updating

Sl documentation

Contacts
Group By Select column for grouping ~
Customer Request 8.00 03/06/2020 updating
documentation
Emblovee Invaice Sort By = Select column for sorting v | %

updating
documentation

“ Cance
g 8.00 03/04/2020 updating
[ -

8.00 03/05/2020

documentation

AT AT LR TELAI I e e -




Audit Log Tab on System Component Applets OneVizion

Simply Smarter Information Managemen

® The Audit Log for individual components can be quickly access for that specific
instance of the component from a tab on the following applets:

® Trackor Types ®* Imports
® Configured Fields ® Reports
® Configured Tab ® Rules

® Configured Applets ® Workplans
® External Tabs ®* Workflows

® External Applets




Component Audit Log — Configured Field Applet

OneVizion

Fields EEEER
H < © G:Default Y Unsaved Filter ~ Simply Smarter Information Management
jo) Field Label ~ -i—'
Field ID Trackor Type Field Name = Field Label Data Type Max Length Comments
1000910357 Case C_TEST_RESULTS Test Results Electronic File
100098037 zzDocuments DOC_DOCUMENT_FILE Document File Electronic File
1000910455 Documents DOC_FILE File Electronic File
100096826 files EF-@ Edit Field - Google Chrome - o x
100099708 eVizion Eqpt Ell @ trackor.onevizion.com/admin/configfields/Form.do?id=1000910455
- Infentory 3
1000915510 OneXizion Eqpt T = Edit Field - Components Audit Log
Inverfory
S rAred e OneVizZipn Eqpt @) LogID v
1000915378 vonto ap E.  General
100096214 Test Leas EL Image Settings Log ID Date/Time User Action Affected Table F
1000912161 eMail Logo EN I _ }
File Metadata 1001022670 | 05/15/2018 14:15:58 Update  CONFIG_FIELD
100098595 Employee EN
Documents
Rules 0 1001001767 02/08/2018 16:02:27 Update CONFIG_FIELD
10009722 Error Report ER
Tabs 1 e : P
1001001767 02/08/2018 16:02:27 Updat CONFIG_FIELD
1000915976 Events EV i paate
WF Steps 0
1000915977 | Events v 1000974284  10/23/2017 11:03:42 Insert  CONFIG_FIELD
Role Lock Privs
1000915978 Events
Automations 0 1000974284 10/23/2017 11:03:42 Insert CONFIG_FIELD
‘Oﬁol‘}l:‘:‘g‘ﬂ‘ EVE!I’TI'S EV 1NNNOTADOA ANMM2DNT1TT 11-N2-AD B MAKCI, CICE ™
Components Package 0 1.33 of 33 ra
1000912807 Expense Line ltem EX I: o
- S v -
1000912552  -mployee EX




Component Audit Log — Rules Applet

0O

Rule ID

R <

Rules
£ Unsaved View ¥ Unsaved Filter ~

Rule
(1) Edit Rule - Rule ID: 100091252 - Google Chrome

Modified By & trackor.onevizion.com/admin/rules/Form.do?id=100091252

0009382

1000942

10009561

.

/

Edit Rule - Rule ID: 100091252 - Components Audit Log

<
D Log ID
General
Log ID Date/Time User Action Affected Table Field
ID Numbers
RULE_QUEUE_INSTA
et 1001127085 06/24/2019 01:32:18 Updat RULE NCE_ID
)8 124/ . |
01127085 /24 32 pdate (RULE_QUEUE_INSTA
Rule Dependencies NCE.NAME)
1000946816 12/19/2016 23:50:40 Update RULE IS_ENABLED
Components Package 0
1000946815 12/19/2016 23:50:31 Insert RULE_ID_NUM ID_NUM
1000946814 12/19/2016 23:50:17 Update RULE SQL_TEXT
000946813 12/19/2016 23:49:47 Insert RULE RULE
1000946813 12/19/2016 23:49:47 Insert RULE RULE_TYPE_ID
1000946813 12/19/2016 23:49:47 Insert RULE IS_ASYNC
1000946813 12/19/2016 23:49:47 Insert RULE IS_LENABLED
RULE_CLASS_ID
1000946813 12/19/2016 23:49:47 Insert RULE

1.90f9 o

(RULE_CLASS.NAME

)

OneVizion
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Form Numbers ']"EVIZIU"
Used by OneVizion Development for serialization and configuration managements.
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Can be useful in reporting errors or system issues.

User Settings - General Info

My E-Mail Ifoster@onevizion.com
Change Password Le

Import Name

Maximize New Windows No v

Font Smoothing Yes v = Line Delimiter Field Delimiter ~ String Quote Date Format Description

OneVizion Language Engll.sw ’ ort <new line> Comma Double Quotes \MM’:DDFWY This import was QGNEWW

Date Format MM/DD/YYYY v

Time Format HH:mm:ss v

Grid Edit Mode Single Click v

Add Quote Delimiters No v

Reorder Tasks for CSV No v

Hide Start Task Dates No v

Group Notification Emails No v

Thousands Separator Comma v

Click on Photo Mode Preview ¥

EFile Column Compact View Yes A

Show Form Numbers Yes v

Autosave TB Grid Row Changes Yes v

Grid Comments on Mouse Over No v

Coordinates Mode Decimal v




Security Best Practices, Topics and Recommendations [I"EVIZIU"
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® Use Business Rules to enforce password requirements
(e.g., expiration, format, etc.)

® Create a limited set of Global Views and Filters then let users modify the
Globals to create their own job-specific Local Views and Filters

® Use Security Roles to control access to data at the tab level and to control
the ability to create relationships among Trackor Types

® Assign multiple Security Roles to a User(s) to grant a Union of all privileges.
Use the “None” flag to remove a privilege.

® Security Roles can be augmented with Business Rules to further increase
flexibility and granularity

® Use Trackor Restrictions to control access to records based upon Parent-
Child relationships




Security Best Practices, Topics and Recommendations [I"EVIZIU"
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® Security Roles can be used in conjunction with Menu Applications to steer user
behavior and limit access to data and system functionality.

® Security Role-based Task Privileges and Disciplines can be used to control R-E-A-
D privileges to Workplan tasks — down to the individual task level

® Any Trackor Type in the system can be designated a OneVizion user — you are
not limited to the User Trackor Type (e.g., Vendors, Customers)

® Use Security Roles to control access to Lock/Unlock functionality
® Use Security Roles to control access to Notifications and Notification Types

® Use Security Roles to control access to Global Portals

® Use Security Roles to control “default” privileges for new system objects




Security — Default Privileges (General Info [I"EVIZIU"

Security Roles
n < £ G:Default Y Unsaved Filter ~ EEEEN
Simply Smarter Information Management
jo) Role ID -
Role ID > Role Name (17 Edit Security Role - Goegle Chrome = m} =
1001277 Fully Restricted & demablue.onevizion.com/admin/securityroles/Form.do?id=10000621 Q
260401
1ooTeas Sales = Edit Security Role - General Info
1001644 Vendor/Subcontractor
General Info
1001683 Site Acquisition Tech
1001684 Construction Manager Security Role Administrator
001 ARE Vendor Security Groups Description Administrator
Default Pri Default Assi t:
1001 Test Administrator Special Task Privs etault Privs ctaull Assignments
Read Edit Add Delete
1001703 Tour Access e Application Migration Discipline
1001723 Gen Admin Application Process Management Menu Application
—-a5 i Global View
1002785 Demo_Ad| Cell Color Privs Audit & Log ‘ | “l
S r Global Filter "4
10027y DerggfField_Tech Trackor Restrictions Build Application Global Portal
1002788 ema_Vendor bieciol Chat & Comment Rule
iscipline
Cell Color | +
|| 10000621 | Administrator O mpor
Menu Applications Configured Applet Report . . . .
10000643 ORA_Dev o Th o h ” I
Configured Tab Global Notification e Inherite p rivi eges
10000663 ORA_Dev_Empt Global views oti io
Py Dashboard chat Notification .
10000683 Marketing Demo our f b t d d d t
’ ¢ Global Filters Data Ingestion Trackor Tours or new o Jec Sd e 0]
10000703 Construction Vendor Data View n e i Z i o n a re CO n ro e
Global Portals . _ O V t I I d
10000705 Site Acquisition Vendor (Demo) Design Application
10000708 Construction Manager (Demo) Rules Documentation O m t h e G e n e ra I I nfo ta b
Documents
Imports
Feature Visibility
Run Reports Integration Hub
Report Delivery
Cancel Apply
Notifications 9 “




HINT: Quick Search to find tokens and

Security - Security GI‘OUpS v’V to Select All in a Filtered Data Set ﬂ"EVI Z- i un

Security Rol R EEEERE
ecurity Roles . .
: 1O ifoster Simply Smarter Information Management
n < @ G:Default Y Unsaved Filter ~ = a Ply g
jol Role ID - m Add - Delete
.
Roiel & RoleName (3 st ey e -oogl hroms ~ o «x Use Secu rity Tokens to set
B — Fully Resricted & demoblue.onevizion.com/admin/securityroles/Form.do?id=10000621 Q . .
1 rivileges for:
1001643 sales = Edit Security Role - Security Groups 'Y Unsaved Filter ~ p o
1001644 Vendor/Subcontractor
1001683 site Acquisition Tech jol DEEE v
General
e [ — Applets
1001685 AGE vendor Security Group Type Description
Read Edit Add Delete None o
1001686 Test Administrator
Google Mapping For Candidate Gonfigured Applet  [visio Map] Applet (]
1001703 Tour Access
Lock Pr N Wl
e — Gen Admin APPLET_WF Configured Applet  [Workflow] Applet (]
1002785 Dema_Admin Cell Col | Assigned Vendors applet Configured Applet  [Project] Applet (] | D a S O a r S
1002787 Demo_Field_ i BH Engineering Applet Configured Applet  [Visio Map] Applet O . .
- o= SR Fy—F—— o rackor Relationships
iscipli
10000621 [ sministrator ClearPath Visio Link Properties Configured Applet  [Backiaul] Applet O . .
= Menu A
T ot e — contgsnsops g u O Super User Privileges
10000663 ORA_Dev_Empty Global\
CloseoutPackageAdmin Cconfigured Applet  [Closeout Package] Applet (]
10000683 Marketing Demo T k T
CReall CloseoutPackagevendor Configured Applet [Closeout Package] Applet D ra C O r y p e S
10000703 Construction Vendor
Global f CloseoutPackagevendorMobile configured Applet  [Closeout Package] Applet (]
10000705 Site Acquisition Vendor (Demo) Wo rk Ia n I a S kS
Demo External Applet Configured Applet [site] Applet | v
10000708 Construction Manager (Dema) Rules Fe < oP [site] App g g g p
et Document Collection for Vendor Configured Applet [site] applet D
Document Process Configured Applet  [Documents] Applet O
Run Re|
Driving Directions - User to Candidate Configured Applet [visio Map] Applet D
—= = R=Read
wites | ER - -

E=Edit

HINT: New Security Tokens are A=Add
Automatically created by OneVizion as D=Delete
new components are added and, None

REMINDER — Adding a “None” Removes that Privilege
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Security Roles (15
M < 4 GDefault Y Unsaved Filter ~ A9 jfoster (O

Q Role ID a m Add > Delete e

Role ID Role Name = |@ed urit - Google Chrome — [m] x
100 A&E Vendor & demoblue.onevizion.com/admin/securityroles/Form.do?id=10000705 @
260411

10000621 Administrator

e — Edit Security Role - Lock Privs 'Y Unsaved Filter ~ A I iSt Wi | I be p rese nted Of

i

100

10000708 Construction Manager (Demo) D Lot e e i
l| Confi d Fields in th
10000703 Construction Vendor . Privileges a O n Ig u re I e S I n e
Security Groups Lockable Trackors Name Trackors Type Trackor Type Description
1002785 Demo_Admin Lock Unlock None
Special Task Privs t l I l t t t
1002787 Demo_Field_Tech i | UBLISH_TO_MOBILE Field site O | SyS e a ave e OC
D o flag set. SetlLock/Unlock
.
Fully Restricted cell Color Privs IP_READY_FOR_REV Field site O
.« . .
Gen Admin e N_XITOR_KEY_ALT1 Field site Your field definition seen heren O p r | Vl I eges fo r t h at Sec u rlty
10000683 Marketing Demo o SITE_TYPE_BH Field Site BH Site Type D
10000643 ORA_Dev Discipline RO I e
: SITE_TYPE_POF Field Site POP Site Type O .
10000663 Menu Applications
001643 SITE_TYPE_RF Field site RF Site Type O
Global Views
1001683 e Acquisition Tech S_DD_1A_2C Field Site O
I 10000705 | Site Acquisition Vendor (Demc) Global Filters . NAME Field Site Site XITOR_NAME O
1001686 Test Administrator
Global Portals Field Site Site Brochure from PDF D
Tour Access
Rules S_STRUCTURAL_CAPACITY Field Site O O

Vendor/Subcontractor

Imports
Run Reports

Report Delivery

Notifications v “

Apply
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jo Role ID ~

Role ID Role Name = @ Edit Security Role - Google Chrome

1001685 ARE Vendor @ demoblue.onevizion.com/admin/securityroles/Form.do?id=10000705

10000621 Administrator — Edit Security Role - Trackor Restrictions Tra C ko r ReSt rl Ct ions are u Sed
1001684 Construction Manager . h . h

10000708 Construction Manager (Demo) General Info Trackor Type Restriction Mode to re St rl Ct W IC R ECO R DS a

10000703 Construction Vendor Security Groups ASR v u Se r Ca n Se e .

1002785 Demo_Admin Accounts
Special Task Privs t 1i
1002787 Demo_Field_Tech F miersection

Determine what Trackor

Area
1002788 Demo_Vendor RECRRIEE futomat . 3
Type(s) you wish to Restrict
1001277 Fully Restricted Cell Color Privs BHR Order E-Files —

001723 cen admin Construct appropriate
s o — Parent-Child Relationships

10000643 ORA_Dev
s - e soptestons Set Restriction Mode
1001643 Sales BTA Tool

Global Views

A on rech o Restrictions are applied to
10000705 I Site Acquisition Vendor (Demo) Global Filters Bill of Materi .
ot Materials
e o —— that Security Role only
Global Portals CX Vendor Bids
1001703 Tour Access o

1001644 Vendor/Subcontractor Rules Call sign (e * g °) Ve n d O r)

Imports Campaign

Change Order Communications
Run Reports 9

Change Orders
Report Delivery

Notifications a




Security — Trackor Restrictions

Vendor Contacts

~ Search for

T Delete

V:Vendor ID = | VCFull Name VC Title VC First Name VC Last Name

[‘2: American Van oo jugeon | Vendor Contacts William Powell - Google Chrome m] pd
. & https://innovation.onevizion.com/form/CenfigAppForm.do?id="1001660730&ttid=100007046
North American Van .
Lines Johnathen Viator]|
N :z Vendor Contacts William Powell
" A v _— VC:General Info
Norih American Van o
Lines Jennell Simone
Search VC:User N * Wil Powell VC:EMail * will well
North American Van o ser Name iliam Powe ] ai william powell@generac.cc
_ Melissia Mccollol
Lines [P/ C-Password * @ VC Verify Password = | ssssssssss @
North American Van I, LEETITEN D VC:Disabled O VC:Superuser O
Lines Jorge Jaimes
VC:Security Roles
Quality Telecom Heide Hippert N
. M:Market Atlanta | &
Quality Telecom Caleb Condron VC:Security Groups = .
V:Vendor ID Roland Power Service Comg | ... | #
Quality Telecom Carma Carreon Ve:Special Task Pr vs
Quality Telecom Doyle Donegan
VC:Lock Privs VC:FullName*  Wiliam Powell VC Title Account Executive
Quality Telecom James Johnson
P VC:First Name William VC Last Name Powell
Quality Telecom Grayce Gilpin VC:Trackor R strictions
VC:Mobile Phone  971-533-8326 VC:Qffice Phone 971-350-5066
Quality Telecom Charlene Shealy -Diccinli
VC:Discipli e VC:Email Address  william powell@generac.com
Quality Telecom Florine Cuddy
VC:Men' Applications VC:Date Created 071112019 (5 VC:Date Modified B
Quality Telecom Miles Pardo
Quality Telecom Jacinda Jenkins
RightCab, Inc® Krysten Seaman

VC Mobile Phone

VC Office Phone

VC Email Address

Juson@VendorDemo.com
Jotor@VendorDemo com

Jeone@VendorDemo.com
Melom@VendorDemo.com

Jomes@VendorDemo.com
Heert@VendorDemo.com
Caron@VendorDemo.com
Caeon@VendorDemo.com
Dogan@VendorDemo.com
Jason@VendorDemo.com
Grpin@VendorDemo.com
Chaly@VendorDemo.com
Flddy@VendorDemo.com
Mirdo@VendorDemo.com
Jains@VendorDemo.com

krysten.seaman@rightcab.com

RightCab, Inc® Luis Davenpori® Account Executive Luis Davenport 804-507-5812 804-328-6945 luis. davenpungﬂghtcah com
SQ‘ffi zconetan, o | wiliam Powen® / Account Executive Wiliam Powell 971-533-8326 971-350-5066 william poweli@generac com
Lo :C“D:[an,. Tony Roland® Account Executive Tony Roland 404-359-1567 404-359-1000 troland@rolandpurnet
g:;t:;\;‘q;ssitiun Kimiko Knapp Leasing Specialist Kimiko Knapp 265-351-6888 B866-258-2658 Kiapp@VendorDemo.com
gg‘;j;";f'““” Delma Dodil ASE Specialist Delma Dodil 556.278.7148 8780232034 Deill@VendorDemo.com
Site Acquisition Despina Duhaime Compliance Specialist Despina Duhaime 440-900-4677 366-970-8038 Deime@VendorDemo.com

Specialists

OneVizion

EEEEN
Simply Smarter Information Management

We have made the Vendor Contact
Trackor Type a OneVizion User
which allows us to assign User
credentials AND restrict access to
records for Vendor Contact users
based upon Security Role Trackor
Restrictions.

It is common practice to create
separate Trackor Types for business
partners such as Customers and
Vendors and give them access to
the system. These can be managed
in their own OneVizion user
Trackors.




Trackor Restrictions [I"EVI Z I un

EEEEN
Vendor Contact Vendor m Simply Smarter Information Management

e — Roland Power Service Company Atlanta Trackor Restrictions set on Maintenance and Instruction
* UNION — Vendor Contact User sees all records that are

Tony Roland Roland Power Service Compan Los Angeles . . . .

! P ¢ assigned to his Company OR in his Market
Maint:Maintenance ID = | M:Market V:Vendor ID Maint:Maintenance Class
AL13936-0000 Atlanta Southeast Generator Service, Inc. Generator
AL13936-0001 Atlanta Coolray HVAC HVAC
AL13936-0002 Atlanta Roland Power Service Company Generator
AL13936-0003 Atlanta RightCab, Inc Cabinet - Trackor Root
AL13936-0004 Atlanta EIC Solutions HVAC - Market
AL13936-0005 Aflanta Heating and Air Unlimited HVAC - Site
AZ15042-0004 Arizona Roland Power Service Company Generator - Maintenance
CA10018-0000 Atlanta Coolray HVAG HVAC + Instruction
CA10018-0001 Atlanta Roland Power Service Company Generator Vendor Contacts
CA10036-0002 Los Angeles Roland Power Service Company Generator - Vendors
CA11007-0001 Los Angeles Roland Power Service Company Generator Vendor Contacts
CA11007-0002 Los Angeles Roland Power Service Company Generator = Maintenance
FL13815-10001 South Florida Roland Power Service Company Generator Instruction
GA17837-10000 Atlanta Telecom Cabinet Inspection Services, LLC Cabinet
MA20623-0000 Boston Roland Power Service Company Generator

1.15 of 15 -




Trackor Restrictions

William Powell Roland Power Service Company

Tony Roland Roland Power Service Company

Vendor Contact = William Powell

Atlanta

Los Angeles

Maint:Maintenance ID = | M:Market V:Vendor ID Maint:Maintenance Class
| AL13936-0002 | Atlanta Roland Power Service Company Generator
CA10018-0001 Atlanta Roland Power Service Company Generator

1.20f2 i

Vendor Contact = Tony Roland

Maint:Maintenance ID = | M:Market V:Vendor ID Maint:Maintenance Class
| CA10036-0002 | Los Angeles Roland Power Service Company Generator

CA11007-0001 Los Angeles Roland Power Service Company Generator

CA11007-0002 Los Angeles Roland Power Service Company Generator

1.30f3 H

OneVizion
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Trackor Restrictions set on Maintenance and Instruction
* INTERSECTION — Vendor Contact User sees all records
that are assigned to his Company AND are in his Market

VENDOR (¥

- Trackor Root

- Market
- Site
- Maintenance
Instruction
Vendor Contacts
- Vendors
Vendor Contacts
- Maintenance
Instruction




Security — Disciplines
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Security Roles
% G:Default ¥ Unsaved Filter ~

Edit Disciplines - Role Assignments

Construction Manager (Demoa)

jo) Role ID -
Role ID Role Name = @ Edit Security Role - Google Chrome
1001685 ASE Vendor # demoblue.onevizion.com/admin/securityroles/Form.do?id=1002787
10000621 Administrator . o
= Edit Security Role - Discipline
1001684 Construction Manager
10000708 Construction Manager (Demo) Generlinie Discipline Description
10000703 Construction Vendor | | ARE Architecture and Engineering Team
Security Groups
1002785 Demo_Admin 0O e Backhaul Team
Special Task Privs
1002787 Demo_Field_Tech 2 D coMm Commissioning Team
1002788 Demo_vendor ez T O con Construction
: Ccx Construction Team
1001277 Fully Restricted Cell Color Privs o
1oot723 Gen Admin Trackor Restrictions D e Fromesrng
10000683 Marketing Demo O ent Entitlements / Leasing Team
10000643 ORA_Dev 0 oo
10000663 ORA_Dev_Empty Menu Applications O ops =
1001643 Sales
PERM
Global views D -
1001683 Site Acquisition Tech I:‘ PM General secu”ty Role
10000705 Site Acquisition Vendor (Demo) Global Filters D . | | 3
ARE Vendor
1001686 Test Administrator e |:| - Rdnmm
1001703 Tour Access Administrator
L4 REG i
1001644 Vendor/Subcontractor Rules . Components Audit Log -
Construction Manager
O sa
Imports
O sam
Run Reports
O ss Construction Vendor

Report Delivery

|

Notifications

d 008000 d

Demo_Admin
Demo_Field_Tech
Demo_Vendor
Fully Restricted

Gen Admin

Apply

1640202

OneVizion
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Disciplines are another way of
managing privileges related to
Workplan Tasks. Workplan Tasks
are assigned a Discipline and one
or more Disciplines can be
associated with a Security Role.

A user who is assigned a Security
Role with a certain Discipline(s) can
update Workplan Task Dates
assigned to that Discipline.

Special Workplan Task Privileges
override Disciplines.




Security — Global Views and Filters, Menus & Portal [I"EVIZIU"

Security assignments for Global View and Filters, Menu Applications and Portals are simple and stmgly Smaner nfonmetion o L .8
identical in concept. Simply check the box for the appropriate item you wish to grant privileges to
for the selected Security Role.

Security Roles © e :
: [} Edit Security Role - Google Chrome — Ed rit Bl ~lahal Eilare
. urity Role - Global Filters
n < @ G:Default ¥ Unsaved Filter — - - = s eeE
@ demoblue.onevizion.com/admin/securityroles/Form.do?id=1001685
O — Edit Security Role - Global V General Info
Role ID Role Name = 0 Security Groups Global Filter Name Trackor Type
General Info
AZE Vendor : - [= Applet Name: Mapping (20
Security G Global View Name Trackor Type Special Task Privs App pRing (20)
Administrator ecurity Groups
) ) ; | | ALL Matches Customer Needs
Construction Manager Special Task Privs [= Applet Name: E-File Browser (1) Lock Privs
Censtruction Manager (Demo) | | Default Site ; Customer Needs
Lock Privs Cell Color Privs 5 - Cuet Need
P ) Radius for Skip ustomer Meeds
10000703 Construction Vendor = Applet Name: Mapping (25)
cell color Privs Trackor Restrictions 4 Cenira Proj
Centra ject
Demo_Admin Test CheckList Checklist =
i Trackor Restrictions S Project
Demo_Field_Tech %4 Test Checklist Mapping Checklist Item Discipline !
Demo_Vendor Discipline Default Map Matching Customer Needs L Project
Menu Applications
1001277 Fully Restricted AT Job Mapping Demo Project East Project
1001723 Gen Admin _ Default with Status Colors Registration il Job Mapping D Project
Global Views
00683 Marketing Demo Test Registration al South Project
ORA_Dev Global Filters et
[0 Test company Scott West Project
ORA_Dev_Empty ) Global Portals
Global Portals Backhau Site D All Recor, scott
1001643 Sales All Records
Case 106402 Site Rules
1001683 Site Acquisition Tech Rules 3G Solutions Site Da Site
i - . ¢ site
Site Acquisition Vendor (Demg) (e . . Imports All (2) Site
Test Administrator view site
~ + Site
Tour Access Run Reports Link Testing Site Run Reports .
1001644 Vendor/Subcontractor Report Delivery Microwave capabilities Site Report Delivery Backhaul Atlanta Market Site
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Edit Security Role - Assigned Users 'Y Unsaved Filter ~ EEEEN

= . .
- Simply Smarter Information Management
0 User ID ~
Discipline
Menu Applications User 1D =  User Name EMail LT ER e Disabled Superuser
pp Type ID
Global Views 100164074 Contractor ﬁ$-ntrac10r@one-.-‘izion.co Users Contractor NO NO
Global Filters 100164336 nuser newuser@onevizion.com Users nuser NO NO

The Assigned Users tab provides a
g list of all Users who are members
of the selected Security Group.

Global Portals

Rules

Imports

Run Reports

Report Delivery

Notifications

Notification Types

Export Types
Trackor Tours
Components Package 0 1.20f2 i

Components Audit Log g




Security — Component Packages

= Edit Security Role - Components Package
L C ts Pack =
e omponents Package
D Closeout Package
Menu Applications
D Expense Reports
Global Views
[0 wmaterials and Asset Management
Global Filters [0 Po Line Automations
Global Portals O Posandwos
D Priority Automation
Rules
D Requirements
Imports D simple Checklist Workflow
Run Reports

Report Delivery
Notifications
Notification Types
Export Types

Trackor Tours

Assigned Users

1.80f8

rA
LdJ

Components Package 0

Components Audit Log a

OneVizion

EEEEN
Simply Smarter Information Management

The Component Packages feature allows users
to tag system components such as Trackor
Types, Configured Fields, Tabs, Applets, Rules,
Reports, etc. with a unique identifier. This
effectively “groups” these components into a
single package.

The Component Package tag can them be used
to filter on all components that comprise that
package when running the Components Export
feature.

This provides users with a simple and easy way
to manage the multiple components that might
comprise a new application or applets.




Security — Component Audit Log

The Security Component Audit Log tracks all additions, deletions and update made to a Security Role. The Component
Audit Log tracks the Date/Time, the User making the transaction, the Action taken, the Field or Component acted upon,
the Old Value and the Current Value. An optional Config Session ID can also be assigned.

OneVizion
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ili

Discipline

Menu Applications

Global Views

Global Filters

Global Portals

Rules

Imports

Run Reports

Report Delivery

Notifications

Notification Types

Export Types

Trackor Tours

Assigned Users

Components Package 0

Edit Security Role - Components Audit Log
Date/Time User

01854474

?

10/21/2019 02:46:07

10/16/2019 12:13:02

09/27/2019 14:46:06

09/27/2019 14:46:06

09/27/2019 14:46:06

09/27/2019 14:46:06

09/25/2019 06:58:25

1.1000f 598 ~ [ ]

Action

Insert

Insert

Insert

Insert

Insert

Insert

Insert

Affected Table

M

SEC_ROLE_OBJ_XREF

SEC_ROLE_PRIV_SYSTE
M

SEC_ROLE_PRIV_SYSTE
M

SEC_ROLE_PRIV_SYSTE
M

SEC_ROLE_PRIV_SYSTE
M

SEC_ROLE_OBJ_XREF

Log ID

Field

(SEC_GROUP_SYSTE
M.UPPER("SECURITY

_GROUPT))

SEC_GROUP_TYPE_I
D
(TOKEN_TYPE.TOKE
N_TYPE_ID)

SEC_GROUP_SYSTE
M_ID
(SEC_GROUP_SYSTE
M.UPPER{"SECURITY

_GROUPT))

PRIV

PRIV

SEC_GROUP_SYSTE
M_ID
(SEC_GROUP_SYSTE
M.UPPER("SECURITY

_GROUPT))

SEC_GROUP_TYPE_I
D
(TOKEN_TYPE.TOKE
N_TYPE_ID)

SEC_GROUP_TYPE_I

New Value 0ld value

USERS

SHOW_FILTER_BUTTON

SHOW_VIEW_BUTTON

1001700

Config Session
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